SOUMA DEEP PAL

& soumadeeppal33@gmail.com R +917384568795 @ Chhotosarsa, West Bengal, India [} linkedin.com/in/soumadeeppal/

© github.com/souma2005-cys

EXPERIENCE

RootNik Labs, Penetration Testing Intern 08/2026 - Present
¢ Conducted reconnaissance and vulnerability assessment using security testing methodologies.

* Performed network and web application security testing in controlled environments.

* |dentified and analysed potential security vulnerabilities.

MY Bharat, Experiential Learning Program (ELP) - Cyber Security 06/2025 - 07/2025
e Completed an experiential learning program emphasizing collaboration, practical problem-solving, cyber threats, phishing,
malware, password security, online privacy, and information security fundamentals.

EDUCATION

B.Sc. Cyber Security, Supreme Institute of Management & Technology 08/2024 - 2027
X1l (WBCHSE), /tachuna Sree Narayan Institution (H.S) 05/2023 - 05/2024
SKILL

Cybersecurity Security Tools

Vulnerability Assessment, Network Security, Penetration Nmap, Wireshark, Burp Suite, OWASP ZAP, Gobuster, Hydra,
Testing, Incident Response, Log Analysis, Malware Detection, enum4linux, smbclient

Ethical Hackin
& Operating Systems

Networking Windows, Linux
TCP/IP, IPv4/IPv6, DNS, DHCP, HTTP/HTTPS, VPN, VLAN, Routing
& Switching Cryptography
SHA-256, MD5, SHA-1, AES, RSA, Digital Signatures, Hash
Programming & DevOps Integrity Verification

Python, C, SQL, Git, GitHub, Shell Script
TRAINING & CERTIFICATIONS
Pre Security &, Pre Security Learning Path | TryHackMe

CCNA (Cisco Certified Network Associate) - Training, Aptech Learning | In Progress
Introduction to Cybersecurity | Cisco Networking Academy
Networking Basics | Cisco Networking Academy ¢

Python Course | GeeksforGeeks ¢

Java (Basic) | HackerRank ¢
Python (Basic) | HackerRank &

ACADEMIC PROJECTS

File Integrity Monitoring (FIM) &

* Technologies: Python, SHA-256, File Integrity Monitoring

* Created a baseline of monitored files using cryptographic hashes.

* Detected new, modified, and deleted files through baseline comparison.

Basic Antivirus Simulation ¢

e Technologies: Python, SHA-256, Signature-based Detection

* Developed a signature-based malware detection simulation.

¢ Generated SHA-256 hashes and compared them against known signatures.

ACHIEVEMENTS /| HOBBIES

IECTCSDP 2026 - International Conference on Emerging Trends in Cyber Security & Digital Protection 06/2026 - 06/2026
Cyber Apocalypse CTF 2026 | Hack The Box 07/2026 - 07/2026
HackSpire’25 Hackathon | Project Development & Innovation 11/2025-11/2025
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